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Chancellor's Office 

Security and Confidentiality 
Administrative Computer Systems 
Statement of User Responsibility 

 

Security and confidentiality of records, reports, and files are matters of critical importance to the Chancellor's 
Office.  The purpose of this statement is to clarify your responsibilities as a user of Oregon University System 
(OUS) administrative computer systems.  Each individual who has access to data is expected to adhere to the 
security and confidentiality principles stated below.   
 
As a person who has access to such information, you will not: 
 

• Share your password with any person, or permit any other person to access information under your 
account; 

 
• Permit the unauthorized use of any information in records, reports, and files which are accessed, 

processed, maintained, or stored by the Chancellor's Office; 
 

• Leave your computer unattended without taking steps to prevent access by others (e.g., locking your 
computer screen, and setting Windows sessions to time out). 

 
• Seek personal benefit from information that you have acquired as a result of your access to data; 

 
• Disclose the confidential contents of any record, report, or file to any person, except in the conduct of 

official work assignments; 
 

• Send or transport unencrypted sensitive data (e.g., SSNs, ACH data, and credit card numbers) via email, 
disk, thumb drive, or unencrypted laptop or hard drive. Neither shall such data be sent via the United 
States Postal Service or campus shuttle. 

 
• Knowingly include a false, inaccurate, or misleading entry in any official non-test record, report, or file; 

 
• Knowingly destroy data from any record, report, or file, except as authorized; 

 
• Remove any record, report, or file from the office where it is maintained, except in the performance of 

your official duties; 
 

• Cause or assist another person to violate these principles. 
 
Violations of these principles may lead to disciplinary action consistent with applicable personnel policies.  
Violations can also lead to action under Oregon Revised Statutes pertaining to theft, alteration of public records, 
or other applicable sections.   
 
Your signature below indicates that you have read, understand, and will comply with these principles. 
 
                                                                                               _________________________________ 
Signature                                                                                      Date                                          
                                                                                     
__________________________________________                 _________________________________       
Name (Typed or Printed)                                                              Institution 
 

 
Return completed form to: Banner Standards Management 

OUS Controller’s Division 
KAd 236/OSU (P.O. Box 488, Corvallis, OR 97339) 
Corvallis, OR   SHUTTLE 
Fax: 541-737-0850 

 

 

 


